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Identity security for complex
enterprises

Success for the modern cloud enterprise depends on securely connecting the right
people to the right technology for great employee and user experiences. This means
maintaining security of all apps, systems, and data across their entire environment
— on premises and in the cloud.

SailPoint IdentitylQ is an identity security platform custom-built for complex enterprises. It delivers
full lifecycle and compliance management for provisioning, access requests, access certifications
and separation of duties. The platform integrates with SailPoint’s extensive library of connectors to
intelligently govern access to today’s essential business applications.

Comprehensive identity security that scales

SailPoint IdentitylQ enables thousands of the world’s largest, most complex companies to discover,
manage, and secure every identity for a comprehensive foundation of identity security.

The SailPoint IdentitylQ platform is built to address the sophisticated needs of the large enterprise while
delivering the flexibility, ease-of-deployment, and user centricity our customers demand.

Built with Al and
Machine learning as
the foundation

Seamlessly integrates
with existing systems
and workflows

Complete view and
control into the security
of your enterprise

Delivers timely,
optimal access for
ALL your identities




Discover, manage and secure
all identities

The SailPoint IdentitylQ platform brings you the power of enterprise-grade identity
governance coupled with the convenience of delivering your identity program from
the cloud or your own data center.

Lifecycle management

Manage user access through streamlined
self-service requests and lifecycle events
to deliver fast, automated access to all
types of users.

Simplify access requests
manage high volumes of access changes
and requests through automation.

Maximize worker productivity
provision workers with the correct access
they need right when they need it.

Instantly act on critical access

continuously monitor access across the
organization to identify and deprovision risky,
unused, orphaned, or dormant accounts.

Strengthen real-time security efforts
ensure all access follows proper policy with

built-in tools that instantly spot potential risks.

Compliance management

Automate access certifications, policy
management, and audit reporting to
simplify compliance processes and
strengthen identity governance.

Improve certification efficiency

make user access reviews fast, simple, and
accurate for your organization by expediting
processes and increasing visibility.

Quickly respond to audit requests

maintain a full audit trail of accounts,
entitlements, policies, and actions - to the
minute — and address audit needs with ease.

Streamline policies and privileges

monitor and update companywide policies
and privileges in real time from a centralized
dashboard.

Protect your organization

avoid compliance violations and security
risks with autonomous capabilities for
separation-of-duties that identify risky user
accounts and access.



Connectors and integrations

The power of IdentitylQ resides in its ability to connect to
applications, mainframes, cloud infrastructure and data
sources from across a hybrid IT environment.

Connectors

Sync apps and data sources to securely manage identity everywhere.
More than 100 out-of-the-box connectors available, including:

Enterprise
applications and
infrastructure

Privileged access
management

IT service
management

Access Cloud

management collaboration

Security and risk
(GRC, SIEM, UBEA, CASB)

IdentitylQ also provides standards-based connectors to additional applications
that leverage information exchange protocols such as REST, SCIM, JDBC, CSV and LDAP.

Advanced integrations

Leverage bi-directional integrations for enhanced data, performance, and security.



SailPoint extension
modules and add-ons

SailPoint Password
Management

Provide an intuitive self-service
interface for users to manage
passwords without the need for
helpdesk calls.

Enable users to manage and
reset their own passwords

Enforce strong password policies
across all applications

SailPoint Access Risk
Management

Risk management processes

and visibility work together in one
platform for holistic, enterprise-
wide access governance and
protection. Unify access controls for
the power to eliminate fraud, data
breaches, and audit deficiencies.
Enable seamlessly integrated
identity security across multiple
applications, such as SAP ERP, SAP

SuccessFactors, S/4HANA and more.

SailPoint File Access
Manager

SailPoint File Access Manager

for Data Access Governance is

a flexible, scalable data access
governance solution that helps
enterprises bridge the visibility gap
between identity governance and
data security and secure access to
unstructured and regulated data.

SailPoint Non-Employee
Risk Management

Securely manage the full lifecycle
of third-party non-employees—
business partners, contractors,
vendors, and more—with risk-based
identity access strategies tailored
to your organization. SailPoint
Non-Employee Risk Management
simplifies the management of
complex non-employee relationships
with an intuitive solution and is
available via a standard connector.




Take your identity security to the next level with
artificial intelligence (Al) and machine learning (ML)

SailPoint IdentitylQ works with SailPoint Al-Driven Identity Security to [proactively]
provide proactively provides organizations visibility at speed and scale into what
access is necessary and what access is at risk for potential security breaches.

Automate the discovery, management, and control of ALL user access to make better
and faster access decisions, and to spot potential threats. Three components of Al-
Driven Identity Security include:

Access Modeling

Build and maintain user roles,
including common access
roles to continuously monitor

GenAl Entitlement
Description
Utilizes generative

Al to automatically
generate descriptions

Access
Recommendations
Speed up lengthy certification

processes and make smarter
access decisions in less time.

Automated recommendations
are based on peer group
analysis, identity attributes
and access activity.

for entitlements. These
descriptions help users
understand the purpose and
implications of access rights,
improving access reviews,
compliance, and overall
identity governance.

and adjust access across
your entire organization.

Professional services and support

Whether you need implementation assistance, ongoing configuration, or performance management,
our goal is expediting your deployment and maximizing your identity investment.

Product training and certification

SailPoint’s Identity University provides training and certification designed to increase productivity across
your teams and ensure the most successful implementation.

Our industry leadership

SailPoint maintains the highest leadership position across all major analyst reviews and is relied upon by
the largest enterprises to govern millions of identities, billions of points of access, and tens of thousands
of applications and data sources.



GLOSSARY
GRC

SIEM

UBEA
CASB
REST

SCIM
JDBC

Ccsv

LDAP

Choose a vendor with
uncompromising
integrity

At the core of SailPoint identity security is cutting edge technology
backed by uncompromising integrity. Responsiveness. Attention

to detail. World-class service. Relentless commitment to customer
success. A bond of unwavering trust. At the core of identity security
is the very highest standard of business practices and customer
care.

At the core of identity security is SailPoint. Identity security for
the modern enterprise.

Trusted by the world’s largest, most complex organizations.

Learn more at
sailpoint.com/products/identityiq

Governance, Risk, and Compliance

Security Information and Event Management
User and Entity Behavior Analytics

Cloud Access Security Broker

Representational state transfer

System for Cross-domain Identity Management
Java Database Connectivity
Comma-Separated Values

Lightweight Directory Access Protocol


https://sailpoint.com/products/identityiq
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About SailPoint

SailPoint equips the modern enterprise to seamlessly manage and secure access to
applications and data through the lens of identity — at speed and scale. As a category
leader, we continuously reinvent identity security as the foundation of the secure
enterprise. SailPoint delivers a unified, intelligent, extensible platform built to defend
against today’s dynamic, identity-centric cyber threats while enhancing productivity and
efficiency. SailPoint helps many of the world’s most complex, sophisticated enterprises
create a secure technology ecosystem that fuels business transformation.
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