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Planning together. 
Building resilient communities.



BRIEFING ROADMAP A clear story for stakeholders
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Why resilience matters now

The Program
SLCGP purpose and scope

The Projects
Capabilities and lifecycle

The Partners
Roles across Alabama

The Ask
What stakeholders do next



The Threat
Cyber risk is a public-service risk: 
the impact shows up in systems, data, 
response time, and loss of trust.
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THE THREAT Why this matters now
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Cybersecurity is a vital part of 

government continuity.

SLCGP projects focus on resilience: 
keep services available, protect data, reduce risk to 
critical systems, and improve response and recovery.

60%

Cyber incidents tied to 
people and culture

90%

Breaches involve 
phishing or phishing-

like attacks

93%

Businesses without 
disaster recovery may 

fail after a major 
data-loss

Stakeholder implication

- Cyber projects protect services citizens rely on
- Planning matters before an incident occurs
- Resilience requires shared ownership across entities



The Program
SLCGP provides the framework for 
collaboration, funding, preparedness, 
and capacity building.
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THE PROGRAM Highlights
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THE PROGRAM Alabama's SLCGP cybersecurity plan

Alabama SLCGP Stakeholder Engagement Stronger together. Safer tomorrow.

Connects investment to outcomes.



The Projects
Projects turn program priorities into measurable 
improvements in local cybersecurity capability.

Alabama SLCGP Stakeholder Engagement Stronger together. Safer tomorrow.



THE PROJECTS Capability roadmap
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Foundation

❑ Assessment
❑ MFA
❑ Security awareness training
❑ Vulnerability scanning

Visibility

❑ Network monitoring
❑ .gov domain & email hosting
❑ SIEM
❑ OSINT & attack surface 

analysis

Protection & response

❑ Endpoint detection & 
response

❑ Firewalls & boundary 
protection

❑ IAM
❑ Password & credential mgmt

Resilience

❑ Business continuity, 
backup, & system recovery

❑ Tabletop exercises
❑ Penetration testing & 

validation

Portfolio logic: build the basics, improve visibility, 

strengthen response, and validate recovery.

Projects are selected for measurable resilience.



THE PROJECTS Foundation deep dive: assess and prioritize
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Basic protection (McCrary Secure)

- Benchmark maturity against recognized practices
- Validate controls through ethical, authorized testing
- Prioritize remediation based on risk and mission impact
- MFA adds a second proof before access is granted
- Identify vulnerabilities and exposures before attackers do

Outcome: risk-based priorities that 

help justify what to do next.



THE PROJECTS Visibility deep dive: protect access & identity

Alabama SLCGP Stakeholder Engagement Stronger together. Safer tomorrow.

Access – Shut the front door

- Network monitoring shows performance, availability, and 
anomalies
- .gov domain and email hosting improve trust and public service 
communication
- SIEM turns logs and events into security insight
- Better access controls protect systems without slowing 
operations

Outcome: the right people get the 

right access at the right time.



THE PROJECTS Protection deep dive: detect and respond
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Visibility changes response speed

- EDR detects and investigates endpoint activity
- Firewalls and boundary controls reduce unauthorized access
- IAM controls who can access what resources and when-
- Credential management reduces weak, reused, or exposed 
secrets

Outcome: detect early, contain 

quickly, and restore confidence.



THE PROJECTS Resilience deep dive: recover and sustain
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Resilience is tested before an incident happens

- Backup and recovery protect services and data
- Tabletop exercises practice decisions under pressure
- Pen testing to  identify intrusion points and weak security

Outcome: continuity of service when 

conditions are difficult.

Business continuity, Data backup, System recovery, 
Penetration testing and validation



The Partners:

The SLCGP operating model depends upon coordination across 
state, local, tribal, federal, academic, and community partners.
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Cyber resilience is a team sport.



THE PARTNERS Partner roles: coordinated expertise
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A single ecosystem with organizations that contribute, coordinate, and perform distinct roles.

McCrary Institute

- Cybersecurity strategy
- Risk assessment and 
management
- Training, advisory and 
outreach

ACIC

- Threat intelligence
- Information sharing
- Coordination and reporting

FEMA

- Grant administration
- Funding and capacity 
building
- Risk reduction and 
recovery support

CISA

- Security by design
- Risk management and zero 
trust
- Continuous monitoring 
and supply chain risk

Alabama OIT

- State technology agency 
- Central delivery partner:

grant administration
technology platforms
data integrity & reporting
training support
compliance
collaboration



The Ask

❶ Apply online and check the boxes. 
❷ Take the McCrary call. 
❸ Collaborate on your needs and environment. 
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THE ASK What success looks like
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A stronger cyber posture that protects public services
 and strengthens Alabama communities.

Success indicators

- Reduced cyber risk and stronger defenses
- Better detection and response across entities
- Improved recovery and continuity planning
- Stronger information sharing and partner alignment
- Stakeholders who know how to participate and sustain gains

One state. One mission. Stronger 

together.



Strong today.

Secure tomorrow.

SLCGP is a statewide opportunity to turn 
cybersecurity priorities into practical, 
measurable resilience for Alabama 
communities.
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